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THIS oocuAaent haj been repro- 
duced EXACTV.Y AS RECEIVED FROM 
THE PERSON 01) ORGANIZATION ORIGIN* 
* ATlNGiT POJNTS'bf VIEW OR OPINIONS 
STATED DO NOT N E'C E SSAR I L Y ^R E PR E- 
, SENT Of^r ICIAL NATJONAL^INSTITUTE or 
EOUCA-TJON POSITION OR POLICY 



This report was written by James T OIleQly, an Ohio 
^ttonfey. 

Ditoiision of the protection of individual privacy from >• 
federal intrusion is likely to evoke images of White House 
"enemies lists/' of constitutional struggles between dvil 
liberties and government prerogative and, uljtimately, of 
Orwell's 1984, a chilling vision of electronic monitoring of , 
even the most intimate act After long years of de^te, a 
dnnprdimsive federal privacy law passed the Conp^ss in 
1974 as a smlid legislative decision in favor of individual * 
privacy aiW the "right to be left alone." , 

When that new^tatute goes into eff^ on Septonber 27, 
1975, it is especial to have a major impact on infMii^ 
collection by the^ federal. govehunent, on'the .privacy of 
personal information of those subject to federal studies and 
upon those in the news media who rdy on the government as 
a primary source for information. 

The Privacy Apt of 1974 was debated and passed by the 
Senate pn November 21, 1974, the same day that body voted 
to override President Ford's veto of the ameikbnehts to.the 
Freedom of Information Act TTie complex Privacy Act is; 
replete with pn^visos, exceptions ;and exemptions; this . 
report wiD attempt to explain i£s nine key prcrvisipns^ to 
ini^gestthe in^et orthe pcess its adoptioif and, in 
its effect on the lurking press, and to identify the areas of its 
coinplementary anjd conflicting interaction with the 
Fireedoctl bf Informati<m Act. * 

' The Privficy Act is complex because it undertakes to reach 
all federal information-gathering and informat^n- 
disclosure operations; That task alone is formidable. 
Omgressional inquiry of federal ageades rev^ided. ttiat no « 
catalogtiing of afl the various information systems bad been 
made;. A 1971-73 study by the Senate subcommittee oil con- 
stitutional rightsrthe best estimate to date , found 858 federal 
data banks with 1,246,000,000 files on individtialfs. ' Moreo^r, 
as S.3418, the privacy Wll sponsored by Sen. Sam Ervin ' 
(P-N.C. ), took shape from the many privacy proposals tfiat 
souglit to remedy the abuses of federal information systems, 
thes^tute grtifv in length, scope and complexity. 
In ib final fonn, the actcontains nine key pltovi&ions: 
• • 

—limitation on disclosures of individually id^- ' 
tifiable informfttion by federal agenfies; » 
— 4imitatioh qn the means and purposes (tf federal ' 
data collectidn from individuals; / 
' ^ —published notice of the eidstence and scope of 
federal data banks holding individually-identifiiable 
inform^tioh; * 



individu)M's riflht of access to his own file ; 
--m individual's right to correct errors in file in- < 
- formation or to insm^in thHUe a fdrmal statQmeitt, 
dissenting ftoiii its accuracy; 
•--establishment of new l^gal rights to sue the^** 
agencies for access to a file, for its correction or for 
.damages incurred as a renilt of incorrect data in 
the file; ' 

^ • —general application of the act to all files, with 
very narrow exempt classifications; 
—criminal penalties for misuse oc un^utliorized', 
disclosure of personal information frtim'f Ues and 
for maintaining secret data systems; and 
--establishment of a federal Privf cy Pnteciion 
Study dommisdon. v V \ 

• . ■ ■ - - , ■ . ... . . ■. \ . • 

The Privacy Act ^>plies to federal information ^bout 
activities 'of private citizens and action^i ' taken < against 
priviate dtizens, as'wdl as to identifying informatiort and 
personal data about individuals. It does not cover part- 
, nersUp or corporation files, although files of iridivklual 
- employee's actions are appartiAly subject ^to ttie actij^n 
' generid, no personal information may be disclosed by the file 
; kei^ except in rigkily defbied situations. The four prjn- 
tdpal exceptions on nondisclqfiure-under^ the actldcei; 
disctcsures made in the course of agency activities, on>a 
["need-to^ow" liasis; disclosures pursuant to an Fol Act 
request; (disclosures for valid law enforcement purposes, 
niade under a strkrtly controlled request procedure; and. 
disclosures made to tfae^individual subject of the file. 

■' *' ' 

UmitattoBs on DItfdorave ' ' 

' » 

. In keeping with its "no disclosure, unless authorized" 
rationale, th^act emphasizes the need for ^informed con- 
sent" of the indhridual, both when ttfe information Uf 
collected and when it is released. Transfers of data from a > 
collecting agency to another federal agency are strictly^? 
controlled. While the drafters intended ttiat commonplace 
'disclosures would continue — for examine, inquiries and 
refuses about a person's ^ tus as a federal licensee — the 
act limits rdease of the licensee's personal infcrmatipn 
submitted to obtain the Hcense. , ' • 

Security against "leaks" is provided both by criminal 
•penalties and a requirement that agendes affirmatively 
' remind employees of their own "etliical obligation" to 
protect the confidential status of iiles. Methods must.be 
adopted to minimize or dimin^te the potential of file data to . 
cause ''stfbstantial hatpi, j^Morrassment, incphVenience,* 



Summaiy: 



The comprehensive Privacy Act of 1974, which goes into 
effect on Sept. 27, 1975, will have a major iinpact oh the 
federal government's collection, use and dissemination of 
information on individual citizens. 

— \ , - - ■ >. - - . • 
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or unfmrnesH" to thc'subjecte of the file. The act, .which- 
cv)r)tains innovative provisions for private suits against 
^ teller U a^^en nes for misuses of information, ab^o provides 
for an "audii trail," by which a person may track d»Wti those 
wht) !mve seen Che contents of his personal iile. He m^y, 
th'jn, from that search discover the results of the existence of 
incorrt?<;l (bita> 



Fedcrul Infcrmatioa Collection. 



'The oxtciisive hearings on priyacy legislation raised 
serious questions about the propriety of many federal 
•demands for personal infomnatioKt Abuses of the coll^l6n 
process caused the Congress to aaopt extreme limitations on 
informatfon^athering, and at least one official, has 
pi^edicted that fewer records /will .be kept by the fedei'al 
government. ^ Information-gathering from individuals will 
^ be ix^rmitted only if an official ^t the ''highest level" of an 
agency \ha^ made a determination that I^Uectionr is 
necessary to carty out a duty imposed by^ statute or 
executive order; and tha( other means would not be suf- 
6cient to meet.the needs of the program. 

All requests for personal infonnation must be cfearly 
marked as* 'voluntary/* or '•mandatory," must state the 
legal authority fdr coilecti6n, n^^t reveal the uses and 
l^urpos'es to which the^ agency wiU put the information and 
must advise the individual of any adverse action which 
would resultfrom failure to respond. No fUes mayjbe kept of>' 
an in^ividuars exercise of First Amendment rights unless 
they are expressly authorized by pongress or are "p&linent 
to and within the, scope of an ^authorized law enforcement 
activity." A descriptipn of each data system cbntainiit]g 
persoipal informatioR, and its legal authorization, must be 
published by each federal agency along with procedures by 
wlUch individuals can obtain copies of thieir files. And, 'in 
. light of the use which may be made of /the inf ormatipn once 
disclosed, all information gathered must be kept with the 
accuracy, relevance, timeliness and c^pletenel^ needed to 
assure fair treatment of the subject of the mie. < ^ 

A single federal publication wiU list all agency data banks 
whic^i contain individually-identifiable informatbn,^ and 
•^failure of any agency — including the CIA and FBI — to 
disclose the existence of a data system can be punched by a 
$5,000 fine, Advance notice must also be-^given bf hew file 
^ systems, so that individuals who are or may b^ included will 
.know how to gain a^ss to the new files. A list of FBI files 
might include, for exAmple, all persons who have.subscribed 
to specific foreign newspapers; a subscriber may then write 
to the agency and obtain access, with some limited ex-« 
ceptions, to his file. Both the Senate and House bills we;re 
insistent that all agencies lis't the e^tehce of all personal 
files; regardless of the exemptions which might apply to 
contents of individual files.^ Gbnfress intended both that 
individuals «know the scope of data ' ,gath6ring and that ' 
Congress have the oi^ortunity to challenge information 
collection programs on budgetary or statutory-authorization 
"grounds.^ H . 



Individual Access 




X 



[lany^neople, the act*s most important feature is the^ 
ntee pmndividu^l access. Each^citizen has the right to 
!Iow of th? ddstence of the systems, the existence of an 
individual fil^ and (with exceptions) the^ contents of the file 
affecting or relating to ih^t person. Deletions from the file 
may l^e made for the names of informants, however^ after 



' • • . ■ - J . 

the« effective date of the act only the nances of^ those ex- 
pressly proinilsed confkientiality can be del^tiKl (when files 
arc assembled fori^lease. Releasable infonnaticpn must be 
provided.in legiUimrmat such as copy or computer print- 
out..: . \ \1 

When ah individual receivea access to his ovprtile, the 
. agency must disclose the uses aVid the prior recipients of that 
file, to permit the si^bject to **trace and correct the further 
uses of any inaccurate information,-^or to take any necessary 
action to retrieve it from improper disclosure." ^ThJ Nature* 
and names of sources, except Where exempt, mustlalso be 
disclosed. If file information -is incorrect and tracing of uses 
reveals that such misinformation, has resulted in a^|||^d- 
.vantage — denial of a government 16an, for example ~ the 
theagency can be sued for damages. The '*paper maze" can 
be explored in person by the individual, or by mail upon 
written request; in both instances the agency must demand 
positive identification from "the requester tojprevent im- 
grpper release of information to an impostor. 

Wnbi an individual discovers that any file information is 
jncorpect he is authorized by the act tp make th^ necessary 
corrections. Hirough st>edal dorredtions^ procedures, the 
individual may request amendment of his files. The agency^ 
at fault must acknowledge teceipt of such request within ten 
days and must ''promptly" thereafter decide whether to 
correct the records. If the agenpy .insists that tly file is 
correct, it must give the individual a statement of reasons,, 
an explanation of the agency api^l process and the name of 
the person to whdoi to address^the appeal for'^oorrections. 
Upon receipt of appeal, the ag[ehcy must decide within 30 
days to correct or give the inSIvldu^ notice of his right to sue 
for correction. In iiddition, the agency must accept fo^ filing 
an individual's statement of disagreement or "condse" 
statement of explanation of the ^ file Information. . Such 
statements will be madie part of the file andmust accpn^any 
j(U succcfeding releases of \|iatfOe. Thou^ the provisions for 
^admini^ative appeal.and court action regarding access 
and correction resemble the Fol Act provisions, the absence 
of a fixed deadline for agency response may welbmean ihat 
Privacy Act requ^ers will be subjected to longer d^ys 
than are pernxitted by th^ statutory maximums of the Fol 

Act ' '\ . " ' ; 

Private Suits ^ * 

Fpr many years, citpens wei% essentially powerless iiL 
defending themselves' £^inst govemm^t invasion^ of 
privacy. No such doctrine as sovereign immunity prot^ted . 
their interests. In 1896, however, Supreme Court Justice 
Louis Braiideis, in ^ article which* was the genesis 
modehi legal thought on privacy rights, proposed stronger 
remedies for those whose privacy^ invaded by govern- 
ment: , / . 

It would doubtless bctlesireable that tlie privacy of ' 
the individual should receive the added protection, 
of the criminal law, but for this, legislation would 
^ be require^. . ... TTie" common law has always, 
recognized a itian's house as his cattle, im- 
pregnable, often, even to its own off icerg engaged in 
the execution of its commands. Should the courts 
.thusiciose the front entrance to constitutejd 
authority, and open wide -the back door to idle or 
prurient curiousity? ^ 

The drafters- of the Privacv Art aftAmr.f«^ * 



litigations, sucifot access to^'the file or for its ame^idment or 
correction. A person affected may als6 sue for damages 
when an agency fail3 to comply With the act so as to ir\jure 
the person or "fails tO maintain any record concerning the 
individual witl; such accuracy, relevance, timeliness, and 
completeness as is necessary to* assure fai^ess. . . /* 
Successful litigants in such damages actions will receive a 
minimum of |f,000 plus costs and attorneys* fees. 

Two different proposals were deleted. The administration 
successfully fought a proposal in the. Senate bill that per- 
^ mitted damages to run against' the individual employee of 
the agency/ A minority House report which called ^loK 
punitive damages to be 'permitted as;.an additional awarch 
.when abuses were discovered and proven was alsp left out ot 
the final blU.-^" 

Allhough the tjerms of this remedial'sec.ti<») are attrac^tive 
enough to make it UKely that much litigation will develop in 
the early years of the act's €!Xistenc6, it should be noted that 
the test to be applied is & strict one. Plaintiffs, must prove 
that they were the subjects of a recbrd; that th^gency ' 
failed to' use a full measure of fairness in -aissuring Ihe 
record's relevanqe, accuracy, timeliness or conri(t>leteness; 
that a decision had been made on thi* basis of the record 
affecting the individual's rights, character, opportunities or 
benefits; and tkat an adverse determination was made' 
based upon the improperly handled record. With this dif- 
ficult burden of proof, it is ph)bable thafmany more cases 
wiU be filed than^ won. • - 



iinal Provisions 



Ev?n 



with a $1,00Q. minimum recovery on qivil suits, * 
limitations of resources wil|)if|ecbssarily restrict^ people in 
the exercise of their ftgbt to sue. As the Senate rq^ort noted, , 
"private enforcement tlu*ough litigation is not likely to affect 
more than glaring violations of the Act. Much will de^nd on^ ^ 
the zeal apA the good faith of the Attorney. General and th^^ " 
President in enforcing the'tentis of Qie new^liaw.^ ^ 

The prosecutorial ''s;eal" called for by the«Senate wo!uld, 
affect many sources of "leaks" of personal iitformation with 
criminal misdemeanor penalties, including a^,000 fin^^. For 
all offenses under the act, b<fth intent and knWiedge of 
illegal activity are require as elements of the gbvemment's 
proof. The primary prohil^tioh is that against disclbsuto of 
personal information coverM by the act tolhy p»rs0n or\^ 
, ' agency not entitled to receiye it. The "agency" l&guage 
' strengthens the prohibitions against unregulated tra^f^s ^ 
of information within federal* agencies, such as frdm^a 
licensing agency to a law enforcement unit Any transfers 
permitted before the act's effective date must t)e carefully*, 
docmpented. and^authorized §fter September. 27, 1975. 
Employees who ignore the atC ma>^ be criminally liable. 

A second criminal provision imposes liability on those who < 
maintain secret files k data l)ank concealed from the 
pubUc by withholding its existence frgm the annual F^eral 
Register publication, fof example. This reflects we absolute 
congressional mandate that, existence and identification of 
all data banks-be a matter of public record. " , 
\ The final criminal provision authbrizes prosecution hi ' 
• anyone who obtains or at ten^pts to dbtain a personal record 
from an agency under j^Ise pre tenses., This would cover both 
ai^ outsider's attemptto use the access provisions to obtain 
^ another person'sfile/and-an agency employee's falsification ^. 
of authority to examine personal information.- ■ ^ 

Exceptions to the»'r9vl8ioDi3 of (fae' Law ^ 

> A ■ 

-The a^yt's broad provisions have .several narrow' ex- 
cepjtions, wlifch Congcess applies^ tbnho^ areas where a 
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\genuine concern existed that some personal inforcnation not^ 
pe released to, file subjects. National securit>' files main* 
gained by the CIA were, felt to deserve a general exemption 
h*om disclosure; as were the files of active crimiivU cases of 
cyiminal law enforcement agencies. Specific oxemptions 
(ay be clainned for files within other national security 
encies and for other law enforcenient purposes, but these 
exemptions must be first Justified by" a published set Qf 
reasons in the 'Federal Register. 

n.' Sam Ervin divided the **narrow exceptions** to limit 
natipiml security exemptions into two classifications: 
national defense posture and mutters concerning ''sensitive 
dealittgswithfoj-eignqOuntries." »<>He also stated during the. 
^na^ debate that the head of an agency engaged iri 
crimihal law-enforcement couM invoke an exemption if he 
foundlthat the dissemination. provisions of the act ''would 
im'peqe the accomplii(hment of his department's 
p^ofessjional duties or statutory duties." In rt$pdnse to a> ^ 
Sen.' Ervin specifically limited the intended 1 
coverag|e of the exemptions to agenqies which have a 
national! security or criminal law enforcement minion, and 
he ejuzMided agencies like Commerce or Agriculture 
some, of whose functions could affect the 
national ^ecUrity or foreign pplicy. 

In keemng with the congressional fear that ^secret in- 
fbnnatronm^pused unrecognized hslrm to individuals, the 
exemption w&eihemselvessubject to exemption. If any 
requester dan show the agency or a court that maintenance 
of the infonnation may affect hi^ digibility for any "right, 
% privilege, benefit," the rteord, imist be disclo^d; only 
the names of informant may be deleted. And the availabili- 
ty of (^iminkl agency exempt iqns. from disclosure may be 
short-lived, Ior^Coq0^ess and the «Justice Department are 
s^)arately worRlng on another privacy statute to sup- 
plep^ent the {Privacy Act in tlie area of law enforcement 
records. 

Th? Conlmls8^on Privacy 

The F^civac>i Act alsa establishes^ a seven-member ad- 
vispry obnimisaion to study many of the incomplete privacy 
proposals raised in thc^ development of the act.with a 
relatively smafl budget of $1,500,000, the commission is 
'Charged' w\th a] broad variety M inquiries ahd with the 
drafting of legislatfon to correct ova^ights in the act itself. 
Among.the topics for study arei private:. data bank access 
and maintenance regulations; local and regional govern- 
pient data bank standards like those in the act; collection, 
storage anil use of personal information in ^banking, in- 
surance, education and "telecommunications media'* data 
systems; mailing list i^egulation; and a proposal that tiie 
, Internal Revenue Service be jx-ohibited from transferring 
personal infofmation to other, agencies, or to state 
auth(»iCies.* Many objections of the Ford Administa'ation to 
some privacy proposals were accommodated by deleting 
objectionable sections and referring thdse issues for further 
study by the commisisioh. " 

Administrative Problems 



The Privacy Act requires each agency to publish a com- 
^ iil^te list 6f all records systems which contain individually > 
identifiable infonnation, and to establish rules regulating 
maintenance, collection and access to those files. In the 
«uinual Federal R^ter collection of 'Privacy Act 
publjicaticns, each agency's rulesvgn access,^ appeals and 
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cxehiptions must be published at the same tim^ that the 
a^'ency lists the name d each data system, its routine uses, 
categories of persotis listed, information sources uaed and 
other information about the system. The first publication is 
schf duled for S^tetnber 27, 1975. but there are indications'*^ 
that the deadline may not be met. A requj^t by the Office of 
' Miinagenient and Budget to move the deadline baclc to 
Majch, 1970 was approved by the Senate but not finally 
adopted.*' • Ironically, OMB'.s pwn deadlines for agency/ 
preparation of Privacy Act info^ation have already beeri 
fnisstd by more than half the federal agencies. / 

When a request for access is received, the agency is 
required (unless exempted) to st^te whether a file eidsts 
and, if it doe3» to make the file available in a legible form to 
the individual. A file may be requested in person or by maU, 
and only fi reasonable copying charge may be required. 
The agency is required by the act to take precautions^ to 
miike positive identifkration of the requester as the subject 
of the fUe. Each request is governed by agency rules and b/ 
the acVa exceptions; it is predictable that criminal file 
requests will be the first cases to be litigated under the act. 

Handling Privacy Act requests will be a burden^me chore 
for the agencies. A||encies wjll receive a wide variety of 
requests from a wide vj^riety. of requesters* and ironically 
they cannot even demand the Social Security number of a 
requester as a condition of identifying the file subject, 
because another section of the Privacy Act restricts that 
number's ijse as an identifier. , \ ■ 

The workload on agencies such as the FBI and Justice 
vD^partment can be expected to exceed the flood of requests 
which accompanied the Fol Act amendmehts in early "1975. 
During that peripd, much of the 'Justice Diepartment's at- 
tention was devoted to Fol requests to the detriment of bther 
activities — and the Privacy Act requests wiU bt even more . 
work for the same budgetary resources. 

Costs of the Privacy Act legislation will be high during the 
first of two fiscal yedrs', las publication requirements,' 
computer time and processing of requests cause erformous 
demands on administrative time and energies. No cost 
estimate was made while^the act was still being developed; 
indeed,^Jhe 0MB advised the Senate that such a cost 
estimate was injpossiblel^In lieu'of a cost estimate^ the 
Senate report qi^ptfed fr^m a report on privacy protection 
activities.prepared for the Department of Health, Education 
and Welfare: • 

We believe that the^cost'to most organizations of 
^ changing-gieir customary practices in order to - 
assure adRrence to our recommended safeguards 
wij>^ higher in management attention and psychic 
r^ergy than in dollars. These costs can be regarded 
in partes deferr^ costs that should already haye 
been incurred to protect personal privacy, and in 
part as insurance against future problems that maV 
rc^t from adverse effects «f autwnated personal 
data systems. 17 . ^ (>• 

The absence of £ky legislative estimate of costs makes it 
probable t\\at no real estimate will be available for 18-24 
months from the December 31 ,1974 date of enactment^ 

Press Involvement With the Act 



Society of Newspaper Editor^ raised three issues wliich are 
dealt with in the final statute: a conwrn that reporters' 
contacts witli agencies be less strictly regulated than other 
contacts; a. fear that the beneficial aspects of "whistle- 
blowing" ^gainst misconduct in office, nuiy be lo^t under 
criminal penalties; and a desire to preserve uses of the Fol 
Act in achieving access. * . 

• "Nonregular access*' recording was the first press'con- 
cem. Instead of u fUe-by-fUe history of information 
recipients, which wcXild have been burdensoniia and would 
have immediately identified press contacts by person, date 
and reason, the act creates instead an **au^dit trail** — a 
classification of regular users which can include memlj^s of 
the press along with agency employees and which does not 
require specific recording. Hie a^ncy retains discretion to 
make the press "nonregular'* .and thus to require file-by-file 
recording of access, but it' is hoped by the ^ changed 
classifications that press access will be usually considered 
*'/egular.'* 

The Senate report viewed "whistle-blowing" as a virtue, 
especially in areas of official misconduct, since it con- 
tributes to '^disclosure of wrong-doing to Congress and the 
press which helps to promcvte 'open government*.** iH 'fhe 
Senate responded io this by deleting the sanctions against 
such disclosure provided by section ( i)( 1 ) ; but this provision 
was later reinserted and appears in the act, although trife 
statutory standard for cohyiction is specific and may be 
difficult to prove'.'On the other hand^ the penalties structure 
is sfmilar to the criminal sanctions applied to disclosure of 
information about trade secrets, tax information, etc: If 
the person can be found who leaked information to the press 
about an employee's past history ot a licensee*s statement of 
personal income, criminal prosecution could result. 

The third press concern wMch. affected the act*s 
development was lis interrelationship with the Fol- Act. 
Conditions on the disclosure of information, such as 
reporting of contacfis iind pledges of, confidentiality in 
handling, were deleted by CQng];ess in response to these' 
concerns. The Senate Cbnunittee found it unreasonable and 
"contrary to t|te spirit*' o£ the Fol Act ^to impose si|«:h con- 
ditions on FOI disclosure: 

While the Conimittee intends in this legislation to X. 
. implement the guarantees of individual privacy, it . 
also intends to make available to tl^e. press ^nd 
public all po^ible information concerning the 
operations of the Federal Government* in order to 
prevent secret data banks and unaiithorized^^in- 
vestigative programs on Americans. 20 



V 



The lossca^d by the Privacy,Act of 'Inside*' sources of 
information is a serious concern of t*ie pres§. During 
development of the legislation, groups such as the^Americ^n 



The Act*8 Impact on the Press i* 

The methods of Washington journalist^ wili not be gi}fetly 
changed by the Privacy Act, though the availabUity of 
background data on individuals from "sources close to*' or 
'^sources within the" agencies may be lessened by the 
criminal and administrative provisions of the act. If agen- 
cies choose to use specific recording of press contacts rather 
than the more vague '*audit trail'' ;. classifications of 
**routlne** access, there will be a means for tracing* *leaks.** 
And the past practice of information coliection through 
telephoned pseudonyms may ce^se whpn reporters leai# 
that even the attempt to get^^'information under false , 
pretenses .carries a $5,000 fine. 

An obvious benefit of the act for press is required 
oublication of each and*every.federal records system. If^g; 
federal'agency has a coniputerized data b^nk on coli^g^e 
demonstration participants or of (^ntributors to ^ radical 
causes, the identity, uses and authbr'ization fo^; the system 



wlU become public knowledge. According to the Senate 
report, the press will contribute to Privacy Act enforcement 
''through Its investlgaUon anil exposure of wrongdoing, a 
function *eased by the requirements . . . tliat decisions be . 
made' on the open record by responsible officials and that 
precise notices be published containing the details of . 
government policy where It a(fects personal privacy.'* 31 

The/ Privacy Act may be predicted to provide rjnuch 
. newsworthy material for Journalists, Apart from the more 
sensational incidents su9h as the attack by Rep. Bella Abzug 
(D-N.YJ on the CIA for maintaining a file on her attorney* 
client transactions, the press will undoubtedlv find long- 
term interest in two type? ot lawsuits arising from the act. 
Damages actiorls wiD be brought against agencies by per- 
sons who belatedly discover that errors in federal data 
Catised them to be denied^Jobs, loans or other privileges. For 
the first tiine, there may be large Judgments against federal 
agencies for losses incurred because of dissemination of 
erroneous or detrimental file information from agency to 
iagency. The second type of privacy suit will concern 
correction qf disputed file statements; agencies which insist 
that a file item is correct i^oukl anticipate being sued and 
should also exptet an additional challenge in many cases to 
the agency's authority for collecting the information. 

Reporters covering Congress can expect a flurry of bills to 
revoke agency authority to collect certain types of in- 
formation on citizens, once the wholf scope of federal data- 
collection becomes Icnown. One purpose of the Federal 
Register listing, according to the congressienal reports on 
the act, is to alert Congress to systems which Congress may 
haveove||poked and may want to eliminate for budgetary or 
;substantive reasons. ; 

The.Prlvacy Act and the Fol Act 

It was appropriate that the Fol Act amendmd^^Mtt the . 
Privacy Act should have been debated and pa^^^^ the 
Senate on the same day, November 21, 1974. The F^ij^and 
the newer Privacy Act are complementary in their adrocacy 
of more open government, but they differ in two hnqohant 
resets. A A * 

The Foi Act mandates disclosure, with narrow exoeptions 
co^Hfring ^ade secrets, national security information, > 
criminal law enforcement fUes and files^ which would if 
disclosed constitute ''unwarranted invasions of personal 
privacy.**, By coptrast, the Privacy' Act mandates non- 
disclosiire of iifmvidually identifiable information and is 
concerned wiin informed consent of the fiie subject prior to 
any govecQipait dissemination of the information. As a 
second diistinctiort, the Privacy Act imposes an affirmative 
responsibility on each^gency^o-adoptrules and regulations, 
whUe the Fol Act responsibilities rest on a case-by-case 
determination by each federal agency. Writing in National 
Journal Reports, journalist Richard E. Cohen^ssessed the ^ 
. quandary posed by these two statutes: 
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which would constitute a clearly unwarranted invaaion of 
privacy.*' 33 xhe freedom* of the agency to decide to release 
rather than to claim the aemption has been upheU by 
several recent court cases. Thus, a submitter of in- 
formatioh has no real authority to pr^y«nt its dissemination 
if an agency deddes not to claim thA; right to exempt that 
information from disclosure. A Privacy Act refusal to 
disclose, then, or an authorized disclosure in accordiBnoe 
with that act, will gen^'ally not result in any liability under 
the Fol Act. The House version of the Privacy Act proposed 
to llmitrouttiie disclosures to those *'which would! not violate 
the spirit of the Freedom of Information Act by constituting 
a 'clearly unwarranted Invasion of personal privacy*,** 
but this was not adopted. ^ 

SectioaXq) of the Privacy Act specifically prevents the use 
of Fol Act exemptions to deny individuals access to their 
own files. It is reasonable to predict that, wherever 
disclosure to the file subject is concerned, the Fol Act will be 
no bar to disclosure; but the requests from outsiders for Fol 
release of personal information will be much more likely to 
meetdenlals. 

Uncertainty about release^lll become a problem in delays 
at the agency level. Unlike the provision for responses within 
specified time limits to Fol requests — ten days for initial 
response and 20 days for appeals — the response to a Privacy 
Act request n^ meet no time deadline. Even when the 
agency is sued for access under the Privacy Act*s suit 
provisions, the courts are not required to/<give special 
treatment to the litigation, ^as .they are required to "ex- 
pedite** the Fol suits. Delay will be inevitable under the 
terms of the Privacy Act — if agencies choose to approach It 
as an administrative headache rather than as a beneficial 
aspect of **openness**' irt government. 

Cooclusion 



On September 27, 1^5, the busftiess of government in- 
formation-gathering will reach a milestone'as a result of a 
deliberate congressional dioice in favor of inlividual 
privacy. Secret intelligence operations like the* ''White 
House Plu^ers*' became tlie catalyst for long-gestating 
proposals ^toward a comprehensive privacy protection 
statute. ^As the act ^becomes ^ effective part of the in- 
formation-gather^g process, it will provide a major check 
fqr members of the public upon the performance of govem- 
^ment*s function as a collector, digester and disseminator of 
personal data on citizens. 

• During debate on the act. Sen. Edmund Muskie, (I>Me.) 

quoted former HEW Secretary Elliot Richardson: 
J "Government is not the owner of information on individuals, 

but only the trustee.** ^ As £he press and public monitor 

its performance, government may begin to treat public files 

as a public trust. 



While the^goal of each law is similar — more 
responsible collection and use of federal records — 
the means of attaining the goals are sufficiently 
^different that some federal officials contend^th'ey 
may- face an Orwellian dilemma of violating*, one • 
law if they release a record and violating th^ other 
law if they do not release the same record ^- 

On. careful review » this problem is of less concern than it 
appears at first glance. The Fol Act permits an agency 
discretionary authority to disclose or to refuse disclosure of 
^'personnel and medical and similar' files, the disclosure of 
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